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Numeri e Nomi: il DNS
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http://www.root-servers.org/
http://www.root-servers.org/
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http://www.iana.org/domains/root/db
http://www.iana.org/domains/root/db
https://newgtlds.icann.org/en/program-status/delegated-strings
https://newgtlds.icann.org/en/program-status/delegated-strings


TCP/UDP 53
[Paul_Mockapetris]
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http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml?&page=2#Paul_Mockapetris


Paul Mockapetris, Internet pioneer
[RFC 822, 883, 973, 1034, 1035, 1101, 1183]

Antonio Prado - Internet e architetture di rete @ Università di Pescara, 28 aprile 2016



Le definizioni
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Le definizioni
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Le definizioni

2012

2015
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Le definizioni

TO BE CONTINUED

2015

?
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Internet Area (int) int Area Directors (ADs): Suresh Krishnan and Terry Manderson
Group Responsible AD Name Chairs
Dnssd Terry Extensions for Scalable DNS Service Discovery Tim Chown, Ralph Droms
Dprive Terry DNS PRIVate Exchange Warren Kumari, Tim Wicinski

Operations and Management Area (ops) ops Area Directors (ADs): Benoit Claise and Joel Jaeggli
Group Responsible AD Name Chairs
Dnsop Joel Domain Name System Operations Tim Wicinski, Suzanne Woolf

Security Area (sec) sec Area Directors (ADs) Stephen Farrell and Kathleen Moriarty
Group Responsible AD Name Chairs
Dane Stephen DNS-based Authentication of Named Entities Ólafur Guðmundsson, Warren Kumari

IETF Working Groups related to DNS
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Numeri e Nomi
192.0.2.1

198.51.100.254

nome.
altronome.
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192.0.2.1

198.51.100.254
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Il PUNTO
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I programmi che 
estraggono le 
informazioni dai name 
server in risposta alle 
richieste dei client
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I tre componenti del DNS
Domain name space e Resource Records

Name Servers

Resolvers

Gli elementi di una 
nomenclatura ad albero 
con dati associati ai nomi

I programmi server che 
detengono le informazioni 
sulla struttura ad albero e 
il relativo insieme di dati
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I tre componenti del DNS
Domain name space e Resource Records

Gli elementi di una 
nomenclatura ad albero 
con dati associati ai nomiCLASS CH - chaos

IN - internet

TTL Time To Live, durata di un Resource Record

TYPE

A - indirizzo di un host
CNAME - alias di un host
HINFO - informazioni su un host
MX - server di posta per il dominio
NS - name server autoritativo per il dominio
PTR - puntatore a un’altra sezione del dominio
SOA - origine dell’autorità per una zona
TXT - stringa di testo
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I tre componenti del DNS
Domain name space e Resource Records

Gli elementi di una 
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I tre componenti del DNS

Name Servers
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I tre componenti del DNS

Resolvers
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I tre componenti del DNS

I programmi che 
estraggono le 
informazioni dai name 
server in risposta alle 
richieste dei client

Resolvers
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IN-ADDR.ARPA e IP6.ARPA
Speciali nomi a dominio per mappare gli IP (v4 e v6) agli host (NUMERO ⇒ NOME)

I dati dell’indirizzo 10.   2.   0. 52 possono essere rintracciati nel nome a dominio

52.0.2.10.IN-ADDR.ARPA.

4     3      2    1

1        2      3       4

I dati dell’indirizzo 2001:DB8::10:2:0:52 possono essere rintracciati nel nome a dominio

2.5.0.0.0.0.0.0.2.0.0.0.0.1.0.0.0.0.0.0.0.0.0.0.8.B.D.0.1.0.0.2.IP6.ARPA.
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DNS query lab con dig
man dig

dig @my-dns-server -c IN -t TXT mydomain.tld

dig mydomain.tld TXT



dig example.org A
; <<>> DiG 9.8.3-P1 <<>> example.org A
;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23618
;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 0

;; QUESTION SECTION:
;example.org. IN A

;; ANSWER SECTION:
example.org. 10800 IN A 127.0.0.1

;; AUTHORITY SECTION:
example.org. 10800 IN NS example.org.

;; Query time: 45 msec
;; SERVER: 172.31.2.1#53(172.31.2.1)
;; WHEN: Sat Apr 23 20:28:54 2016
;; MSG SIZE  rcvd: 59
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dig -x 127.0.0.1
; <<>> DiG 9.8.3-P1 <<>> -x 127.0.0.1
;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 54251
;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;; QUESTION SECTION:
;1.0.0.127.in-addr.arpa. IN PTR

;; ANSWER SECTION:
1.0.0.127.in-addr.arpa. 10800 IN PTR localhost.

;; AUTHORITY SECTION:
127.in-addr.arpa. 10800 IN NS localhost.
;; ADDITIONAL SECTION:
localhost. 10800 IN A 127.0.0.1
localhost. 10800 IN AAAA ::1
;; Query time: 41 msec
;; SERVER: 172.31.2.1#53(172.31.2.1)
;; WHEN: Sat Apr 23 20:32:42 2016
;; MSG SIZE  rcvd: 121

DNS query lab con dig



DNSSEC
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RFC

RFC 2535 Domain Name System Security Extensions
RFC 3833 A Threat Analysis of the Domain Name System
RFC 4033 DNS Security Introduction and Requirements (DNSSEC-bis)
RFC 4034 Resource Records for the DNS Security Extensions (DNSSEC-bis)
RFC 4035 Protocol Modifications for the DNS Security Extensions (DNSSEC-bis)
RFC 4398 Storing Certificates in the Domain Name System (DNS)
RFC 4470 Minimally Covering NSEC Records and DNSSEC On-line Signing
RFC 4509 Use of SHA-256 in DNSSEC Delegation Signer (DS) Resource Records (RRs)
RFC 5155 DNSSEC Hashed Authenticated Denial of Existence
RFC 6781 DNSSEC Operational Practices, Version 2

RESOURCE RECORDS

RRSIG (resource record signature)
DNSKEY
DS (delegation signer)
NSEC (next secure record)
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DNS Security Extensions
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Usare a scopo didattico

DNS Security Extensions

https://dnsviz.net


DNS Security Extensions
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http://dnsviz.net/d/as59715.net

https://dnsviz.net
http://dnsviz.net/d/as59715.net
http://dnsviz.net/d/as59715.net
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DNS query lab con dig +dnssec
dig as59715.net SOA +dnssec
; <<>> DiG 9.8.1-P1 <<>> as59715.net SOA +dnssec
;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 30953
;; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 4, ADDITIONAL: 7
;; QUESTION SECTION:
;as59715.net. IN SOA
;; ANSWER SECTION:
as59715.net. 3454 IN SOA ns1.as59715.net. dnsmaster.as59715.net. 2016041691 86400 7200 604800 3600
as59715.net. 3454 IN RRSIG SOA 8 2 3600 20160502030035 20160425084750 51699 as59715.net. 
DhIevNBDMIxQrCdUlO1ISK7/sNCjuNAfCLPcbh7CJDLNXulRPAhiJHZe vnI1TCYlrs5G01wyYjilR4YN4+doPJIAzeggegWJ796hb/H69J78Q5rU 
0J3pAX3ycr1Z7LOwLRktIQA7n8HQ3Hk6FoV0J6E8ZMj10AEUK2lSSFhy FKo=
;; Query time: 0 msec
;; SERVER: 127.0.0.1#53(127.0.0.1)
;; WHEN: Mon Apr 25 10:14:50 2016
;; MSG SIZE  rcvd: 1043



Salviamo l’àncora di fiducia

dig . DNSKEY | grep -Ev '^($|;)' > root.keys
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DNS query lab con dig +dnssec



Verifichiamo la catena di fiducia, fino a risalire 
all’àncora:
dig +sigchase +trusted-key=./root.keys as59715.net. A
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DNS query lab con dig +dnssec



;; RRset to chase:
as59715.net. 84712 IN A 185.5.200.86
;; RRSIG of the RRset to chase:
as59715.net. 84712 IN RRSIG A 8 2 86400 20160502040703 20160425064750 51699 as59715.net. 
aU2wPgjkhA+CSb/eTH8rSN5cMnKkmkZDpynJAS2JBl74ujcFxzwBG6nH 5t1TB+pWTiIBx98HDKWE2fbx9igj5OMQvJEo1v/gxdRsXszh4No5Gg4g 
HCWS5VUDX8uwDlD+8zLuiF3NDNP5LxOvraKe/MfBfKBoyV/5CjnRqgkR gFw=
Launch a query to find a RRset of type DNSKEY for zone: as59715.net.
;; DNSKEYset that signs the RRset to chase:
as59715.net. 1912 IN DNSKEY 257 3 8 AwEAAeNYZz0/uQ0FWA81uXKreLxJ1rj2KlLNKItg8T1/fzQDsPR6sy04 
p5mlNad9B5p0UaPQbRMA4Dc1/mFd2mQwuinS9kAhFYAi0lE8YCAha0rP VHlOZwzl2G2d2iIG3sHcDzWLgyZBJenpheZDXOxmea9+4V4sWoADprVr 
tRsnlPk13xfAdM7+Po+77CHMls7C5yjLz+IiHSGhtyURh0pdXeie0dmM ZO9V/pVeFfN4iGqbTro/Dexi/gZ6xXIyLXbfEDogxnlJgVQvEjh72GjS 
Gy8Yo+3TVivq/qny4vsxSIoiZBNp68lB6m6GatukWFZrNPwOSmTIDoyt EDNBSpUJ0BM=
as59715.net. 1912 IN DNSKEY 257 3 8 AwEAAe8MwOmRSTuyiEF0DbJdcnNrrP4ULRWDi/5jgdSALtlCmvCeAHWM 
pASLLwfi85KzDjc1eIg7cHQgDdzZYo+Kh8z2Trk6AbRBqOPPN0J+MHk7 G7ruwRkSZT/dypkK2jE8bDusCUfcsWUbGzz8tsjARqJzmwED4iZIhlic 
oFri7Dfqao7dO88EqWfG1T4JA4x5fizxrUpzsSm2JrM3rpjZBxE3vWXM 72W1PmU7A7Bvvkh5Pv6hyDLxdx7nHwas1OAX5aLLFPCSRPDVQ/kc+B0t 
lyB2H4Rkm9TAJ+/UYgdkFuFTl/C/iW97AdXwCNinpUHo/zoR+BiBB48A IGAr4KiJoP0=
as59715.net. 1912 IN DNSKEY 256 3 8 AwEAAcybp0wFl0yCOF+A7q9pbVMDhJrf0yRqzydF4X49w4R2rR023ehY 
uSRprsvMQSgCMRJ7t9zW2IMaRwmDZmeWjDZlYDLNFeljlzMIGg7xy1Ja yQ0iCW0JHgx+ebshwoI4WvjQFyhYcdgWZMIgboMUmCgO+95z4wUQ1Eyh 8UblR2u7
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DNS query lab con dig +sigchase +trusted-key=./root.keys as59715.net. A



;; RRSIG of the DNSKEYset that signs the RRset to chase:
as59715.net. 1912 IN RRSIG DNSKEY 8 2 3600 20160429231648 20160422104750 4847 as59715.net. 
oDWYrIdpQaLF4wdYyXSMsn0zB3FkhDYWmsz2tgTdsdiWU2Qjoijnf846 1bN/uiEpSVoVbybq9y6dkprAkD4Of8GHynw18tBb+4CB3rEO2NCj7GPM 
ujdhwDt3hBocNe9IHu5snTgX3qIAQAW72Mxw6GWPq8pneZ9rSWpm3v4F Z0O5nN8Q+iNxpOTuHoW9EbosN8P9Se3Hll8+2YtTWDEzumqkOTxa2AmO 
E21if7zb3/2zqExb3eWcPX7cQVWpTjzsGmBPdMQTDKTNOizD4Vrot/N2 Z2VdWEZ7n9srX/SpRjJve1cYF4ExUwKitho0WdSI0AwlVeI7Fse+daac d5LC8Q==
as59715.net. 1912 IN RRSIG DNSKEY 8 2 3600 20160429231648 20160422104750 46709 as59715.net. 
ehMBH+d3hqRIoNtnpfsFmCCtEYiF8whwW2c/4MMEuUxhXKYFwLb0sxy6 1jTBnaLW3mGNUDebKta/OpMjECMPVHvZPBmj3GQBHgxQBvvYDpkafwJG 
/9RJ+Wvrfs/+vch7PvjVhYxAxibDnVvI81V7/Z+EyFen+kgN5Fv5Rsz1 XFlysHG3T8kiFihzYl3nUbd1Rk3Yzx/Ngv5CgtkW6sfoBUBaxU+JWJSC 
I1NSE8A3MdWJMpxd3Br7AsfIbiGI+0U5tOstnolf6/QLTlU8Z+IpkPqB DfmB+vtSW8VlgR5enRuSBm5YWNguz/50gH1D4ja4wsxRtiuXCcKr/Yl+ ugwGrg==

Launch a query to find a RRset of type DS for zone: as59715.net.
;; DSset of the DNSKEYset
as59715.net. 42554 IN DS 4847 8 2 69A705E2835DCAE42BDB4C82B2E7260ABF918C164954ECA329AEBB90 10110352

;; RRSIG of the DSset of the DNSKEYset
as59715.net. 42554 IN RRSIG DS 8 2 86400 20160429051243 20160422040243 50762 net. 
ac7vB9F3G325wuOF52YB7Jf+9r0UHGkDgHzYQeOIaOD8Op57gLhVcae1 Ie0wV/zac9OrTWfEG2IyLG1RxbKLGnrrtpGrrXiMt2/Rp8W4G1P2MRlS 
5G4teAAEkwn2ucMRVr5oIbLv8Ms2LLzDPQIZqlTRj+tN8gFUX+1OIJUX 78s=
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DNS query lab con dig +sigchase +trusted-key=./root.keys as59715.net. A
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DNS query lab con dig +sigchase +trusted-key=./root.keys as59715.net. A

;; WE HAVE MATERIAL, WE NOW DO VALIDATION
;; VERIFYING A RRset for as59715.net. with DNSKEY:51699: success
;; OK We found DNSKEY (or more) to validate the RRset
;; Now, we are going to validate this DNSKEY by the DS
;; OK a DS valids a DNSKEY in the RRset
;; Now verify that this DNSKEY validates the DNSKEY RRset
;; VERIFYING DNSKEY RRset for as59715.net. with DNSKEY:4847: success
;; OK this DNSKEY (validated by the DS) validates the RRset of the DNSKEYs, thus the DNSKEY validates the RRset
;; Now, we want to validate the DS :  recursive call
Launch a query to find a RRset of type DNSKEY for zone: net.
;; DNSKEYset that signs the RRset to chase:
net. 10829 IN DNSKEY 257 3 8 AQOYBnzqWXIEj6mlgXg4LWC0HP2n8eK8XqgHlmJ/69iuIHsa1TrHDG6T 
cOra/pyeGKwH0nKZhTmXSuUFGh9BCNiwVDuyyb6OBGy2Nte9Kr8NwWg4 q+zhSoOf4D+gC9dEzg0yFdwT0DKEvmNPt0K4jbQDS4Yimb+uPKuF6yie 
WWrPYYCrv8C9KC8JMze2uT6NuWBfsl2fDUoV4l65qMww06D7n+p7Rbdw WkAZ0fA63mXVXBZF6kpDtsYD7SUB9jhhfLQE/r85bvg3FaSs5Wi2BaqN 
06SzGWI1DHu7axthIOeHwg00zxlhTpoYCH0ldoQz+S65zWYi/fRJiyLS Bb6JZOvn
net. 10829 IN DNSKEY 256 3 8 AQPNMFqRLYVsvz7L1y7athCoAHynoJiOVUijHAlQ2o70ZTUsQb0RJsAK 
QlFztuClkFMzweDRlochZ7y7JWCLqUzGAmtbT2T7duYQk+eGHqbz4Fmu aZEMDuvQ1zkFQFYbO4vuWZ2IFESXjZkYhzmkkEQYpjPoF3yzUGnud6w5 QksP0Q==



;; RRSIG of the DNSKEYset that signs the RRset to chase:
net. 10829 IN RRSIG DNSKEY 8 1 86400 20160430163857 20160415163357 35886 net. 
PvD6FwoWU6FuIVBFYRMQgs/5qXWQmeToydXavO/NTLDegTPbPrCBA+Mv hbyTUfDsvPUYDLX5NDj7ouJfy0kFRGkmRPd0HcD/dc3uz6PMCiGPutKm 
Prys6VkTDYfZ4nEPHXHwSVfHnFq++Z5K/LbELjRJ92h/lJJzKLwRnxs+ WzMmGvVD9FjkMIQwVcSjKEZuQNpzwojV01NbUQHz7mbLcHMSsiTasB3q 
vV8rYIotgUNIZ0AQNYhgvJ3xUJpNDA9CPvOmVbs5SJjBqjYx0ksdSni6 ZQLfUYbnSck5SlpK+PEqlAUgh+QZRaHVtjefCYmVQ5EWv+2rWLsuocVP s6wHhA==

Launch a query to find a RRset of type DS for zone: net.
;; DSset of the DNSKEYset
net. 10829 IN DS 35886 8 2 7862B27F5F516EBE19680444D4CE5E762981931842C465F00236401D 8BD973EE

;; RRSIG of the DSset of the DNSKEYset
net. 10829 IN RRSIG DS 8 1 86400 20160504050000 20160424040000 60615 . 
eENoIj/7cojfwxWjbGQ81FSS9nnyXia9Q+w1nxtPP3jC3Mprhb+VBaKr LzZ58uDbagix79FlWUEz/8bHkDg23e7qBkt53dtKxoOPBjpMl8xjHhEy 
IKt9kwKTdj3aLGsr6oabkQmLZRlfBpev1rm5l1hd1hoDilRVuvM3zySr 1qA=
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;; WE HAVE MATERIAL, WE NOW DO VALIDATION
;; VERIFYING DS RRset for as59715.net. with DNSKEY:50762: success
;; OK We found DNSKEY (or more) to validate the RRset
;; Now, we are going to validate this DNSKEY by the DS
;; OK a DS valids a DNSKEY in the RRset
;; Now verify that this DNSKEY validates the DNSKEY RRset
;; VERIFYING DNSKEY RRset for net. with DNSKEY:35886: success
;; OK this DNSKEY (validated by the DS) validates the RRset of the DNSKEYs, thus the DNSKEY validates the RRset
;; Now, we want to validate the DS :  recursive call
Launch a query to find a RRset of type DNSKEY for zone: .
;; DNSKEYset that signs the RRset to chase:
. 169159 IN DNSKEY 256 3 8 AwEAAarQO0FTE/l6LEKFlZllJIwXuLGd3q5d8S8NH+ntOeIMN81A5wAI 
18g3u9w/esNkThwgXTEa2mX1iOPdTcl3yRleAExxF22lEU2E0GKY2XdY r/BxP5fojJAPRgtEGDl72NSwSnD2/a8uPNirAJZoab36Hlw41QxEl7bm Co0280mt
. 169159 IN DNSKEY 257 3 8 AwEAAagAIKlVZrpC6Ia7gEzahOR+9W29euxhJhVVLOyQbSEW0O8gcCjF 
FVQUTf6v58fLjwBd0YI0EzrAcQqBGCzh/RStIoO8g0NfnfL2MTJRkxoX bfDaUeVPQuYEhg37NZWAJQ9VnMVDxP/VHL496M/QZxkjf5/Efucp2gaD 
X6RS6CXpoY68LsvPVjR0ZSwzz1apAzvN9dlzEheX7ICJBBtuA6G3LQpz W5hOA2hzCTMjJPJ8LbqF6dsV6DoBQzgul0sGIcGOYl7OyQdXfZ57relS 
Qageu+ipAdTTJ25AsRTAoub8ONGcLmqrAmRLKBP1dfwhYB4N7knNnulq QxA+Uk1ihz0=
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;; RRSIG of the DNSKEYset that signs the RRset to chase:
. 169159 IN RRSIG DNSKEY 8 0 172800 20160505235959 20160421000000 19036 . 
SIEw2yBGjB72FvKkavke5w90pBlx7YuKqaEzchZBjWAE6BybMQKT2G5C Is/R6KAjG9sPCQu5bsu/GAjP2YhCVyVtVZ7x0ngqlbwfwQCuo2Xq+aym 
nszrhN0jijmb7sqd9Ww7rFigAkyOaNWGAikVgeuCNvwIhcfVrr2QruO0 z2C4P/ULUyqrnKO3Mr9vK2Z1PiBbO2PtRbFOn3xIkcy3WV+1QLS5Xox0 
S3ZZZGj6ICu3v/LbrsuWejmXSvZaMfQt1leo3v4dmhYMzD14xsyx6qb5 2VYDgajsDuhvV0zCavgAoNLwchWhHccagnuufG3YIkbF8rMr1m6f1D/m 5mgXJA==

Launch a query to find a RRset of type DS for zone: .
;; NO ANSWERS: no more
;; WARNING There is no DS for the zone: .

;; WE HAVE MATERIAL, WE NOW DO VALIDATION
;; VERIFYING DS RRset for net. with DNSKEY:60615: success
;; OK We found DNSKEY (or more) to validate the RRset
;; Ok, find a Trusted Key in the DNSKEY RRset: 60615
;; Ok, find a Trusted Key in the DNSKEY RRset: 19036
;; VERIFYING DNSKEY RRset for . with DNSKEY:19036: success

;; Ok this DNSKEY is a Trusted Key, DNSSEC validation is ok: SUCCESS
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